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Cromar Coverholder at Lloyd's

« H Cromar Coverholder at Lloyd's 16p08nke to 1999

« Eival e€eldikevpevn otnv mapoxn aoc@oAloTikwy Avcswv Cyber Insurance kat
OTNV AOQOALOTIKY KOAUWN ETALPLWV TEXVOAOYLAG

o [lapexel otov TEAXTN TNV SuUVATOTNTA ETUAOYNG MECA QTO TIC KOAUTEPEC
XOQOALOTIKEC AVoelg Cyber Insurance TIaAyKOOUIWG.

BpaBeio Kawvotopiag 2016 and tnv ayop& tTwv Lloyd's

Best Coverholder Innovation 2016 yix TNV €KTTALSEVTIKN HNXavN
www.cyberinsurancequote.gr
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Data Protection Compliance 25 May 2018 Data Breaches Personal Data
Officer (DPO)
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2018 to GDPR og aplOuovg — Napamova

Number of complaints to Data Protection
Authorities (DPAs) under the GDPR*

Complaints can come from any individual who believe their rights
under GDPR have been violated, but the GDPR also introduced the °
possibility for an organisation mandated by individuals to introduce

such complaints. This possibility has been used immediately after the
entry into application of the GDPR.

AplOpoC¢ Tapanovwy

Accumulated number over time.**
From all data protection authorities in Europe.
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O guyvotepeg Attieg MNMapamovwv

These are the activities in which most complaints have been reported
so far.

Telemarketing Promotional Video surveillance/
e-mails CCTV

(:RO—J"M Coverholder at www.cybersecurehotel.gr Hotel Tech 2019 m
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2018 to GDPR o apiOpovg - Neprotatika NMapapBiaong

Number of data breach notifications* 4 1 . 5 02

When personal data for which a company is responsible is accidentally ’
or unlawfully disclosed, that company is obliged to report this data rVWGTO“OlnGEIC

breach to their national DPA within 72 hours after finding out about the 4
breach. MeploTaTIKWY

s EAAGO

M ALY

Accumulated number over time.**
From all data protection authorities in Europe.
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GDPR: Incident Response Plan

DISCOVERY OF
A BREACH EVALUATION
OF THE BEREACH MANAGING THE

SHORT-TERM CRISIS

NOTIFICATION
AND CREDIT
LEGAL MONITORIMNG

REVIEW

DATA RECOVERY
AND BUSINESS
INTERRUPTION
EXPENSES

FOREMNSIC

INVESTIGATION
PUBLIC
RELATIONS

7?;:—"%' C ROMAR Coverholder at [REs)'g bRy WWW.CVbe rsecu rehotel'q r

TREURAMCE BAGEERS LT0

HAMNDLING THE
LOMNG-TERM
CONSEQUENCES

CLASS-ACTION
LAMSLIT

REGULATORY FINES,
PEMNALTIES AMD
CONSUMER REDRESS
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Awxxeipion Mepotatikwyv MapaBiaong AcaAsiag

CROMAR Cowverholder at EREs) g BN
— INSURAMCE BACKERS ATD

Incident Response Manager

Forensics Investigators

E€cidikeupevol Alknyopol

Ewdikol Awaxeipiong Kpioswv

Evnuepwon MeAatwv (web, customer care, direct mail)
El&1KOUG SLOTIPAYUATEVTEG OE TIEPITITWON EKPLOATHUOU
KatafoAn Autpwv o Bitcoin

[Mpootacia IcOAOYLOUOU ATIO N AVOUEVOUEVO ££00Q

www.cybersecurehotel.gr
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Incident Response Plan & Ao@paAion Cyber Insurance

« OLvumnpeoieg dlaxeiplong Our Incident Response Plan
TIEPLOTATIKWY Ttapafioong goes something like this...
AOPAAELOC TIOV TIOPEXEL N
QOQOALOTIKI ETALPIX HTLOPOUV
VO KAXTOOTIHOOUV AELTOUPYLKO
Tto NMAavo AvTipeTwmiong
MepLoTaATIKWY

(:RO—J"M Cowerholder at www.cybersecurehotel.gr Hotel Tech 2019
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NMapayovteg IOV EMNPEG{OVV TO KOGTOG EVOG TIEPLOTATIKOU

Incident response team — 19.3
Extensive use of encryption — 16.1
Employee training — 12.5
BCM involvement — 10.9
Participation in threat sharing _ 8.0

Use of security analytics

Extensive use of DLP

_
_
Data classification schema _ 5.7
—
=
—

Insurance protection

CISO appointed

Board-level involvement

CPO appointed P 2.9

O1 20 TIpGYOVTEC TIOU HELWVOUV TO KOGTOG TOU TIEPLOTATIKOV Ttapafioong per record mood oe $. Méoo kdatog per record $141.
Ponemon Institute: 2017 Cost of Data Breach Report

'I"T:*{-:- CROMAR Coverholder at [REs)dsiS

TREURAMCE BACEERS
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Cyber Secure Solution
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Cyber Secure Solution

« Aappavovtag vrtoyn T ouvOnkeg tng ayopag n Cromar oxediaoe
TNV Avon “Cyber Secure Solution” n omola:

* TIPOOPEPEL dwpeav mpooBacn otnv Ppafeupevn amo TNV ayopd Twv

Lloyd's ekmoudeuTikn pnxavrn www.cyberinsurancequote.gr

* TIPOOPEPEL Owpeav ekmaideuon ota otedexn ™G Opadag
AvTipeTwriong MepLOTATIKWY TNG AOQPAALOHUEVNG ETAULPLOG
e divel TNV duvatotnta mpocPaong os e€eldikeupeveg Avoelg Cyber Crime

Insurance IOV TIOPEXOVTAL OTIO TNV ayopa Twv Lloyd's

77{% M Coverholder at [NEKel'g s
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* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tool around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote

Jl

"There are only two types of companles.

those tt“ t } \E
and thec

Lloyd's Market
Innovation Awards
2016
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Cyber + Crime Insurance pe piax patix

H acgdhion Cyber Insurance kaAUmrel:

&

EvBovn Avtaméxpion Awaxomq Kupepvoexpraopo AdMa Evrodr Tnhemkowwviakn AoknTikad
£vavt Tpltwy OTa MEPLOTATIKA Epyaoiav HETAQOPAC XppdTwY Andrn MpooTipa

=2 CROMAR  cromar Cyber

B [HIURAMCE BROKERS L1D
Insurance Calculator
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Cyber Privacy Risks Advisors

My Groups  Discover

Cyber

fed Cyber Privacy Risks Advisors

Risks Advisors

2,970 members

@ Start a conversation with your group

Enter a conversation title...

Conversations Jobs

CROM.A.R Coverholder at [REs)'g bRy

TREURAMCE BAGEERS LT0

www.cybersecurehotel.gr

Back to LinkedIn.com

Q, Search

@ Manage

ABOUT THIS GROUP

This group discusses issues related to Privacy and Data
Breach Management. We encourage Information
Security, Legal, Compliance, Governance Risk, Crisis
Communication Managers and Customer Care Managers
to participate by debating the need for regulations and
sharing their best practices, solutions and news about
upcoming events.

Hotel Tech 2019
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GDPR & Ao@paAion Cyber Insurance

« H oaopaiion Cyber Crime Insurance OTOTEAEL E€VO OTMOTEAECHATIKO
gepyaleio dlaxeipiong Tov utoAottopevou kKivduvovu (residual risk)

« Ol untnpeoieg SLaXEIPLONG MEPLOTATIKWY TAPABiaoNG XGPAAELNG TIOU
TMUPEXEL MMOPOUV VA KUTOHOTHOOUV  AslTOupylkdo Tto [lAavo
Avtiypetwmiiong lMepotatikwy mov  amattel 0 [evikog  Kavoviopog
Mpootaoioag Asdopevwy (GDPR) va €xel kaBe eTaipla

*  H ao@aAion KOAUTITEL UOVVEC TIOU TIPOKUTITOUV OTIO TIEPLOTATIKA OTIWAELOG
TIPOCWTIKWV dedopevwy (data breach)

¢ H ao@aAion PmopEl va amOTEAETEL TIOAPAYOVTA SLAPOPOTIOINCGNG TOU VYOUG
TOU TIPOCTIHOU TIOV UTTOPOVV VA ETIRAAAOUVV OL OPXEC

« H ao@aAion pmopst va BonBnost pa etauplar vae cuveXioEl OMOAX TNV
AslTtoupyla tng

www.cybersecurehotel.gr Hotel Tech 2019
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To TTEPIOTATIKO TTOPABIAONG ATPAAELXG EiVal ooV
ToV gelguo épouue 0Tt Ba yivouy, dev yvwpi{ouue
UE akpiBeia To OTE!

Nikog NewpyomouvAog
Cyber Privacy Risks Insurance Advisor
Email: nikos.georgopoulos@cromar.gr

T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.gr

LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy
= C:RO—M Cowverholder at [ENEeMgeE] www.cybersecurehotel.gr Hotel Tech 2019
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