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What 6s Going On With The Hosp
Change, Change and Some More Change
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Three Out of Many Concerns for Hospitality

DIGITAL CYBER COMPLIANCE
TRANSFORMATION THREATS
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Digital Transformation

Digital Transformation
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Engage Your Empower Your Optimize Your
Customers Employees Business

Digital Technology

Transform Your
Products
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Digital Transformation i Three main Trends
Hospitality industry

Virtualization Value Added Services loT
Public or Private Cloud Attract customers Harness that data
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Three Out of Many Concerns
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Q3 2017 BY THE NUMBERS* ( some of the numbers )

5,973 unique exploit
detections

79% of firms saw severe
exploits

SALES KICKOFF 2018

i 2 BOTNETS

14,904 variants in 2,646

families 245 unique botnets

22% detected ransomware detected
3% of firms saw 2 10

botnets

*FortiGuard Q3 2017 Threat Landscape Report Fz2:RTINET



Let 6s Tal k Number s e

NUMBER OF RECORDS BREACHED BY INDUSTRY
IN FIRST HALF OF 2017

SOCIAL MEDIA 17002738 RECORDS (1%) '

1,346,073,960 RECORDS (71%) OTHER
INDUSTRIES |

404,244,346 RECORDS (21%) GOVERNMENT
TECHNOLOGY |u
EDUCATION

NON-PROFIT 74,722 | R | '

INDUSTRIAL 22,172 RECORDS (<1%)

1,901,866,611 TOTAL RECORDS O B uacy 2017 kb June 2017

Hospitality is among the top #10 targets
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The State of the Threat Landscape

#CYBER RISK APRIL 19, 2017 / 5:12 PM / 10 MONTHS AGO

Cyber attack hits 1,200 InterContinental
hotels in United States

Alastair Sharp

TORONTO (Reuters) - Global hotel chain InterContinental Hotels Group Ple (IHGL) said
1,200 of its franchised hotels in the United States, including Holiday Inn and Crowne Plaza,

were victims of a three-month eyber attack that sought to steal customer payment card data.

jobs dating more~ International edition ~

theguardian

Massive ransomware cyber-attack hits
nearly 100 countries around the world

More than 45,000 attacks recorded in countries including the UK, Russia, India
and China may have originated with theft of ‘cyber weapons' from the NSA
Global cyber-attack - live updates

‘Accidental hero' finds kill switch to stop spread
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Three Out of Many Concerns

DIGITAL CYBER
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GDPR

NWE DONOT KNOW
WHAT WE
DONOT K N©®&W:-6
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Preparing for GDPR*
12 Steps To Take Now

Awareness

You should make sure that decision makers and key

people in your organisation are aware that the law is \
changing to the GDPR. They need to appreciate the

impact this is likely to have.

Information you hold
You should document what personal data you hold,
where it came from and who you share it with. You

may need to organise an information audit. .
Su bjeCt access requests

You should update your procedures and plan how
. . . you will handle requests within the new timescales
_CO mmu n Icatin g privacy and provide any additional information.
information

You should review your current privacy notices and
put a plan in place for making any necessary changes
in time for GDPR implementation.

Lawful basis for processing

personal data

You should identify the lawful basis for your
processing activity in the GDPR, document it and
| ndi vi dual so roi g ht's update your privacy notice to explain it.
You should check your procedures to ensure they
cover all the rights individuals have, including how
you would delete personal data or provide data

electronically and in a commonly used format.

® 060 O

Consent

You should update your procedures and plan how
you will handle requests within the new timescales
and provide any additional information.
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Children

You should update your procedures and plan how
you will handle requests within the new timescales
and provide any additional information.

Data Breaches

You should make sure you have the right procedures
in place to detect, report and investigate a personal
data breach.

Data Protection by Design and Data

Protection Impact Assessments
You should update your procedures and plan how
you will handle requests within the new timescales
and provide any additional information.

Data Protection Officers

You should designate someone to take responsibility
for data protection compliance and assess where this
rol e wil. sit within your
governance arrangements. You should consider
whether you are required to formally designate a Data
Protection Officer.

International

If your organisation operates in more than one EU
member state (ie you carry out cross-border
processing), you should determine your lead data
protection supervisory authority. Article 29 Working
Party guidelines will help you do this.

or gae

*jico.org.uk



Two Key Aspects of GDPR

Consequences for
GDPR violations

AEmpowers supervisory authorities to assess

fines that are neffect.i
di ssuasive. o0

ATwo tiers of maximum fines depending upon
severity of violation

e2-%= 0 [ === 0aN e e cel e RyNE M. |
o [ ) L | e [ e GOl R S W |

AAllows data subjects to seek monetary
damages in court from controllers who violate
their rights and from processors as well.

2 Data Breach notifications

AA personal data breacho is
accidental or unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to, personal data transmitted, stored or

v &t hep"f“éﬁ Precicgnedt® and
AData controllers must notify the supervisory authority “competent
under Article 55n

ANotice must Dbe provided
not laterthan 72hoursaf t er havi ng

na bre

Awithout
become awa

ANotification to the authority must consist of at least:

Se Deslf?ibd the% lhe dBhd personal data breach, including the number and categories
of data subjetts and personal data records affected

SePrhV| i

e Descrlbe how the controller proposes to address the breach, including any mitiga
efforts

e If data processor experiences a personal data breach, it must notify the controller

ANoticeisnotr equi red i f
result i n a risk

nt he
for
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Introducing the Fortinet Security Fabric
Multiple Issues, One Vision
EVOLVING AS THE MARKET, AND YOUR NEEDS, EVOLVE

Provides A Single Security

Posture Across the Whole

of the Network - Physical,
Virtual and Cloud

Protects Against the
"TKLQJIVu

Integrates Security with Supports Your
Connectivity - ‘B Compliance Requirements




