"There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012

[evikog Kavoviopog lNMpootaciag Asdopsvwy (GDPR)
Syt ZevoSoxelokdg Topsog & Aopdahion Cyber Insurance

Innovation Awards
2016

CROMAR Cowverholder at

Nikog MewpyomovAog- Cyber Privacy Risks Advisor




Cromar Coverholder at Lloyd's

H Cromar Coverholder twv LLOYD'S, OwoB¢tel mTOALETH eumelpia otn
Snuiovpyla  €EEBIKEVUEVWY  OOPOALCTIKWY  TIPOYPOUUATWY  HE TNV
utooTNPEEn nNYetikwy ouvolkatwyv Twv LLOYD'S, pe Tt omoia €xel
E€ovalodotnon Acopevong (Binding Authority).
BpaBeio Kawvotopiag 2016 anod tnv ayopa tTwv Lloyd's
Best Coverholder Innovation 2016 yiax TNV eKTTALSEVTIKN HNXavN
www.cyberinsurancequote.gr

Lloyd’'s Market
Innovation Awards

2016 Best Coverholder

innovaluon
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http://www.cyberinsurancequote.gr/

* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tocl around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote

"There are only two types of companles

thode that ha

Lloyd’'s Market
Innovation Awards
2016
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http://www.cyberinsurancequote.gr/

GDPR

F'evikog Kavoviouog Npootaciog Asdopévwy

IEX CROMAR | covernoider o« | RS Hotel Tech 2018



General Data Protection Regulation
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28 Interpretations of the 1 Data Protection Regulation across all
Data Protection Directive EU member states

General
Data

Protection
Regulation
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https://www.youtube.com/watch?v=T00XQjs41Q8

GDPR
Fevikog Kavoviopog MNpootacioag NMpoowmikwyv Asdopévwy

O Kavoviopog puOuidel ta SIKAUWWHPOTA TWV (PUOIKWYV TPOCWTIWV
OXETIKA JLE

1. Ta TPOOWTIKA TOUG OedopEVA
2. Tnv ene&epyaoio TwWV TPOCWTIKWY TOVE SESOUEVWV

3. Tnv €AevBepn Kol QveUTOOLOTN KukAo@opla Kol petafifoaon Twv
TIPOOWTIKWY TOUG OEOOPEVWY €VTOC Twv oplwv TG Eupwmaikng
Evwonc.

4. Tig dradikaaieg Safifaong TPOoWTIKWY OEOOPEVWVY EKTOG Eupwmaikig
Evwoncg

M Cowverholder at EREs) g BN Hotel Tech 2018
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»
O PéAog tov Data Protection Officer * |

¥ DATA PROTECTION OFFICER

O Data Protection Officer (YmeOOuvog [Mpootaciog Aedopévwv)

AVOAOUPAVEL :
« Na skmpoowmnosl tTnv Emixeipnon évavtt twv Apxwv, EOvikwv kat
Eupwmaikwyv

* Na dtac@paliost TV evappovion TG AsLToupyiag Tng EMXELPNONG os
OTL QPOPA& TIG TIOAITIKEG TPAKTIKEG kot peOodoloyia smedepyaoiag,
amofnkevong kot peraopdas Asdopévwy MNMpoowmikov XapakTnpa HE
TO OXETIKO VOHOOeTIKO TTACioL0

* Na mpootatéPel TRV €MXEiPNON Ao Toug KvdUvoug emiBoANG Twv
ONUOVTIKOTATWY Kal BapUTATWy SOWKNTIKWY TPOCTIHWY TIOU
TIPOPBAETIEL 0 KAVOVIOUOG

Hotel Tech 2018
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http://www.dpoacademy.gr/articles/

GDPR: H Aoyodocia dsv petagépetal oute avatiOetal og Ttpitov

Effective,
enforced &
documented
Policies.

Appropriate
Policy,
Process and
Technology

Privacy by
Protection Impact Design and
Officers Assessments by Default

Demonstrate
Compliance

Accountability cannot be transferred or outsourced

Copyright @ 2016 Symantec Corporation szma l‘ltec -

Hotel Tech 2018 m
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O GDPR ka@opilel Tov TpOTO dlaxeiplong Twv dedopévwy

Principles of data Permission applies to:
collection = Specific data
=Fairly and lawfully = Specific purpose
=Receiving consent COHGCt Process = Notify of changes

=Relevance Yy
=Proportionality
=Types of data

Retain
- L
Management of: = Duration

= Access = Types of data

= Right to rectify data

= Data destruction policy

Secure
= People
= Data transfers = Process

\v—‘ = Technology
= Applicable rules !

= Data loss

Copyright ® 2016 Symantec Corporation /Syma ntec.
g_@?ﬂ:&ﬁ | Coverholder at [NEKel'g s Hotel Tech 2018 m




General Data Protection Regulation - Liabilities

* Ymoxpiéwon Evnpuépwong Apxwv
* EvTOg 72 wpwv
* Ymoxpiéwon Evnpépwong MeAatwv
 MpoéoTipa
* Ewg 10 4% Tovu tlipou Toug ue
max €20m OTtolo aTo Ta 2 £lvValL LEYOAUTEPO

¢ Amo{nUuwoelg oTa YITOKELNEVA TWV SESoUéVWY TTOU
umtéotnoav (NUIX

LLOYD'S Hotel Tech 2018



Cyber Insurance

EpyalAsio Awaxeipiong Tou YroAotmopevou Kivéuvou
(Residual Risk)

Time from Earliest Evidence of Compromise
to Discovery of Compromise ’

!

median number of days that threat
groups were present on a victim’s
network before detection

4 24 dayslessthan 2013

Hotel Tech 2018



H Evpwmaikn ayopa stand alone cupfoAaiwv urtoAoyiletal o€
$190m kot avauévetal va 008acst ta $900m to 2020.

‘ EU standalone cyber GWP

+40% GWP growth between 2015-2016

= Expected to see accelerated growth due to stricter regulations and increased awareness

Increased data regulations (GDPR)

Duty to notify data breaches

Fine of up to 2% or 4% of global turnover’
EU wide enforcement of GDPR

Increased awareness driven by GDPR
Cyber ranking as 14th largest risks by companies?
Expected to move to 8th position by 2018

$135m
# of breaches Increasing at 36% since 20117 T
Mandatory notification to drive numbers higher
2015

Cost of data breach in Europe 35% lower vs. US*

$190m

2016

$1.2b

$545m

$900m

Slow Realistic Optimistic
growth growth growth
(2020) (2020) (2020)

Costs likely to Increase as a result of GDPR
As seen in US after enforcement of data legislation

Penetration
levels are low

Source: The Ewopean Urson Breach Level Index, 1BM. Ponernon Institante, Acn Global sk Survey. Aon Inpoent analyses
Notes 1 Depeonding on activity | 2 Aon Global Risk Survey | 3. The Breach Lewel Index | 4 188

Coverholder at [NEKel'g s
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TREURAMCE BAGEERS LT0

Growing from a

small base

Slow reaction to  Market reacts to  Cyber event sparks
EU GOPR reform EU GOPR reform huge demand

Hotel Tech 2018



Awyeipion MNMeprotatikwv Data Breach

Discovery of a Data
Breach

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Mon-Public
Information or Third Party
Corporate Information that is in

the care, custody or control of the
Insured Organization, or a third
party for whom the Insured
Organization is legally liable

CROMAR

TREURAMLCE BACEERS ATD

Cowverholder at

Evaluation of
the Data
Breach

Forensic

Investigation and
Legal Review

/i\
S
Managing the Handling the
Short-Term Long-Term
Crisis Consequences

Class-Action
Lawsuits

Motification and
Credit Monitoring
Regulatory Fines,
Penalties, and
Consumer Redress

Reputational
Damage

Public Relations

Income Loss

Hotel Tech 2018




Cyber Insurance pe piax patia

AFTIKH EY&YMNH
EMANTI TPITON
1 onoiocn unéctnoav {npida
Aoy arnAsas T Npocx-
mxdy ous Sebopsvoy and
v EtgigeEio otnv onoio ta
Eimav Schoel.

ANTAMOKPIZH
:E NMEFIETATIEA
MAPABIAZHE

EEodHa kol unnpeoies Glaxei-
pIonNs NEplrotankow napaBi-
Oons ouotnUAaToy Kol ondod-
Asias epmoEUnELGY NAnpo-
MO,

EumAéov kaAUmttovtal
Ta AlolknTIKa MNpooTtiua - Money Fraudulent Transfer - Telecom Freaking

PCl fines - Media Liability

C ROMAR

TINEURANCE BACERIES 11D

| Cowverholder at

LLOYD'S

ALAKOMH EPTAEION
Kadugwn yio anmieiao sod-
Guwv, Aoyw Siaxonns tns eni-
xElpnpankns  Spactmpiatn-
s and Nneprotatkd napali-
OOns QUMD TOW KO Qrds-
AElOs EUMNIOTEUTIEGmDY manpo-
OO

KYBEEFPNOEKEIAIMOL
Kaduwn yia Saxeipion ne-
pioctoukdw exBiacpod  and
aneidgs nou pnopei va Bia-
pouw eva Gixmeo i owa obn-
yroouy o Soppon Eun-
OTEUTEGWY MIANpOQ@opIm.

Hotel Tech 2018



Incident Response Plan & Ao@paAion Cyber Insurance

Ou Ymnpeoleg Awaxeipiong 2ZupBaviwyv TIOU TIPOOEEPEL N
ao@AAlon Cyber Insurance PmOPOUV VOl ATIOTEAEGOUV EPOG TOU
[MAGvou avTlpeTwToNG TiEploTaTIKWY TIou O GDPR Oewpel
amopaitnTo

* Forensics

E&s1dikevpévoug Aiknyopoug

Eldikovg Awaxeipiong Kpioswv

* (Anupootieg oxeoslg — Emkowvwviako MNAavo)

Evnuépwong Medatwv (web, customer care, direct mail)
ElO1KOUG SLAMPAYHATEVUTEG O TIEPITITWON EKBLAXTHOV

M Cowverholder at EREs) g BN
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www.cybersecurehotel.gr

@ Secure | https://www.cybersecurehotel.gr

cyber secure

CR Cyber Secure Hotel Home Cromar Cyber Risk ToolKit Cyber Insurance More v

M Coverholder at Hotel Tech 2018




Meprotatika Mapafiaong

24 fevodoxia T XimaSsc MOTwNKES (J fexdabeg porucpivor 105 Eevoboxsa
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White
Lodging

TouvidpoTov 24 Cevodoxzia
ATav Souara EMBIcIwyY OToV
kKuBrovoxdaopo To 2013 kol To
201S5.

TE QUIEG TIC ETNISECEIG. O
IS IO T KEES KO XOEGWO TIKES
KGOTEG TGOV ITEAOIOV 1TOL
ONMCHIOTTOINOAQY TIg
UTTAPICICG TOUG TESNKaY O
Kivouvo.,

CROMAR

IREURANCE BADEERS 1TD

Cowverholder at

Mandarin
Oriental

Tov Mapno Tou 2015,
TO KarkSPouvAo
AOVITRIKS pSAuve POS
TEQRHOTIKS,
ATTOCTTWYTAS OTOXEIS
THOTTIKGOV KOG TGOV JJE
KOS E ayood.

Trump
Hotels

reTaft Maoiocuw 2014 xan
lcuviouw 2015
OTTOROYICSTES KO
TeppanksS POS ot
ESTIATOOID KOl OTO
carQoInuara pe eisn
Scoprrav poANvBnxay.,

Tov NoftuPpio too 2015,
54 ad ra fevoeboxzia
TOLG £Tecayv DG
KaKSPBouLiawY
TTPOYRLARHATWY TTOL
HOAUVAY TQ TELG RS
PCS. ExAswpav oroixeia

MO T NIKGOV KO TGV Q11

Sapopoug TTEAATEG,

Hotel Tech 2018



Meprotatika Mapafiaong

249 EevasSayta
HOoOASVENKaY

l

a Tooopfacn
CHTTIOTEUTIKES
TANPOOOPITS

= 173.000 xrzznibvec
l THOTCOTIEES KOPTEST

= 1.5 oo
S OMICICVOI XLOfIG
VO TO YVIDEILOUY

e 3 & -
Hyatt Hilton Hard Rock Rosen Hotels
Hotels worldwide Las Vegas & Resorts

Tov MapTio 2015,
kaxobPouro Mook
HOAULVE TEppaATa POS
ETTTRETTOVTIOS GTOUGC
CYKANPIATEG VO KAEOUY
CSTOHCE T TG TG KCIETOW
KOTA T SIGOKEI0 Oyopay.

INEURANCE BAODKERS ATD

CROMAR | Coverholder at

Tov Netuboio 2015

Teopanka POCS wolovEnxkav.
LTOREIC TROTLOTIKGY KOOTOV.

TTAAPN OVSHaTS
NEcoounvieEs Arnce kon
KSKO COpaiEac
KAGTIKOV.

LLOY DS

Arro 13 Lemmrepfpiou
2014 écog 2 ATTEorNOL
2015, o1 eykANpaTes
AMEcMCaY TTPOCPooN KO
EXaVAY XONoT CL OUVOAKS
173.000 A £ves THCSTONKES
KAOTEC.

Avw kOt Sev Exouv Swo
arkpipeic TTANpOgpopicg
OXENKS pIE THV KACTT.
exouv emMPePaicoce ST o1
TEOMQNKOI oTaSuol 1oug
point-of-sale sixav
poruvBsi pe kaxcHouio
AOYICGUIKDS OTTO TOV
remrriuPoro 2014 Ecog TOV
Cefpoudoio 2014,

Hotel Tech 2018



Meprotatika Mapafiaong

Givew - - W X [ -4
~—! Request from CEO
Subject: Immediate Wire Transfer

T shief Finar il Office

@ High Importance

Please process a wire transfer payment in the
amount of $250 000 and code to “admin expenses”
by COB today. Wiring instructions below

CEO fraud" BEC Scams Ransomware Phishing

EERESTE R s DR -lm
l!l l\lll I)‘hl\ll‘a‘)l A !I

INTERRUPTION

AlaKkoTi] Epyaciwy Money Fraudulent Transfer Telecom Phreaking

T‘*z-:- CROMAR Coverholder at [NEe) gy Hotel Tech 2018
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www.cybersecurehotel.gr - Cyber Risk Toolkit

https:/ fwwnw.cybersecurehotel.gr/gdpr/ | €

=

CRAR Cyber Secure Hotel Home Cromar Cyber Risk ToolKit Cyber Insurance

MpoAnwn MEPIOTOTIKWY

NopoBsoia

General Data Protection Regulati

Data Protection Officer

=

N£0G EUPWTNIKOG MEVIKOG Kavoviopog yio To Mpoowtmiké AKSIEHERS IPo
STIC 14 ATPINOU 2016, TO EUPWTIAIKO KOWORBOUAO cvikp [t e
Kovoviopo yia Ta MpoowTiKA SE60UEVA. Accdemy
O KOVOVIOUOG QVOHPEVETAL va TEBS( og 10XU Tnv avolén Tou 2016 Kal 8a apxiocl
VOl EPaPUOTETAL TNV AvolEn Tou 2018. The DPO Academy

Profile

O KOVOVIOUOG TIEPIYPAPEL TA SIKAIWUOTA TOU UTIOKEIPEVOU TWwyY SESOPEVWLY, .
HSNAASI] TOU OTOPOU TOU OTIOIOU To TIPOCWITIIKG SESoUEvo UTIORAAAOVTOL OF &HUIOUPVHBHKE Vlla va
eTmeEepyaoia.  AUTO TO EVIOYXUHEVO SIKAWHOTO TOpEXouv oOTa  ATopd HDO.GLDEDEI LWNANG
HEYOAUTEPO €ASYXO E£TT TWv TIPOOWTTIKWY TOUG SES0UEVWY, PETAED AarAwy rolotnTas

EKTIOISEUTIKA

% M Cowverholder at EREs) g BN Hotel Tech 2018


http://www.cybersecurehotel.gr/

www.cybersecurehotel.gr - Incident Response Plan

& Secure | https:y//www.cybersecurehotel.gr/planc-antapokrisis/

Cyber Secure Hotel Cromar Cyber Risk ToolKit Cyber Insurance

=
CROMAR

2xeblo Avtipetwruiong Meplotatikwy MapapBiaong ZvoTnuatwy

& AnwAelag Aedopevwy MNMpoowtikoL XapakTtrhpa

MOAAEC ETONPIEG AVEEQPTNTWCE PEYEODOUG £XOUV TTIECE! BUUATO TIEPIOTOATIKWY ®
mapaficong CUCTNUATWY KAl ATIWAEING EUTIIOTEUTIKWY TTANPO@OPIWY, Yid
TO AOYO QUTO Bo TIPETIEL VO £XOUV VO OXESIO QVTIPHETWIIIONG TIEPIOTATIKWYV. DATA BREACH INCIDENT RESPONSE

WORKBOOK

Faar Grarslions or emmeciatn beip W0 o Oala Siach,
Call 177

AC SOULE TI TIPETEL VO TIEPIACUBAVEL £vO TETOLO OXESIO:

Brjpa 1 - AnpioupynoTe OPAda AVTIHETWTILONG MEPIOTATIKWY
Zopmnpoats tov Odnyo.

H opada auTn TMEPIAQUBAVEL OTEAEXN OTIO TA TUNUATO TNG £TAIPIiCG TTOU
TIPETEL VO CUUPETEXOUV OTNV QVTIMETWITION €VOS TETOIOU TIEPIOTATIKOU:

- CrROMAR | Coverholder at [REe}gsL] Hotel Tech 2018
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http://www.cybersecurehotel.gr/

www.cybersecurehotel.gr - Cyber Secure Hotel Academy

@ Secure | httpsy//www.cybersecurehotel.gr/webinars/

= R Cyber Secure Hotel Cromar Cyber Risk ToolKit Cyber Insurance

More v

Cyber Secure Hotel Academy

TNV EVOTNTO auTr) Ba BPEeiTe NMapoucldocls & Webinars yia Tnv acpdaiion Cyber
Insurance kal Tov leviko Kavoviopo MNMpooTtaciag Asdopsvwy (GDPR).

revikog Kavoviopog MNpooTtacicag NMNpoowmKwy Acdopsvwy (GDPR)

Eﬁﬁ _ GDPR 1 OxL ?

M Cowverholder at EREs) g BN Hotel Tech 2018



http://www.cybersecurehotel.gr/

www.cybersecurehotel.gr - Cromar Cyber Secure Solution

B Secure | httpsy/www.cybersecurehotel.gr/cyber-insurance/ w| B8

CR{\R Cyber Secure Hotel Cromar Cyber Risk ToolKit Cyber Insurance

Cvyber Secure Solution

H AUOn Cyber Secure solution TIPOCWPEPEL SWPEQAY TIPOOROCN OTNV BRPUBEVPEVT ATIO
TNV oyopd Twv Lloyd's sKMalSEuTIKA pnxavhn www.cyberinsurancequote.gr

I=X CROMAR | covernoiaer ot RS Hotel Tech 2018


http://www.cybersecurehotel.gr/

GDPR & Aoc@paAwon Cyber Insurance

* H aopdAion TEpAPPAVETOL OTA TEXVIKA KOL OPYOVWTIKA PHETPQ;

e H ao@&Aon KOAUTITEL €UOUVEC TIOU TIPOKUTITOUV OO TIEPLOTATIKA OTTWAELOG

TIpooWTILKWV dedopevwy (data breach) ;

* H aoc@daAion fonBael otnv KOAVTEPN AVTIMETWTILON TWV TIEPLOTATIKWY Ttapafiaong Ue
TNV Tapoxn €KWV otnv Olaxelplon cLUPAVTWY Ol OTIOIOL CUPTIANPWVOLY TNV

Opada Avtipetwriong MepLOTATIKWY TNG ETALPIOG

« H ao@aAon pmopel va amoteAéosl TtapayovTa Sla@opoToinong Tou VYoug Tou

TIPOCTIMOU TIOU PTIOPOUVV VA ETIRAAAOLV OL OPXEG;

« H aopdiion pmopel va fonBnost pa etatpior va guvexioel OMOA& TNV AELTOVPYIX TNG;

Hotel Tech 2018
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Only Three Things are Certain in Life:
Death, Taxes, and...Data Breaches

Nikog NswpyomovAog

Cyber Privacy Risks Insurance Advisor
Email: nikos.georgopoulos@cromar.gr
T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr .
www.dpoacademy.gr

LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy

Hotel Tech 2018
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mailto:nikos.georgopoulos@cromar.gr
https://www.linkedin.com/in/nikos-georgopoulos-mba-cyrm-16227b11/
http://www.cyberinsurancegreece.com/
http://www.privacyrisksadvisors.com/
http://www.cyberinaurancequote.gr/
http://www.dpoacademy.gr/
https://www.linkedin.com/groups/5144882
https://www.linkedin.com/groups/8544788

